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Qatar National Bank (Q.P.S.C)),
Hong Kong Branch Privacy Notice

How We Will Collect And Use Your Personal Information

As a QNB customer (or a prospective QNB customer), we will naturally
collect different information about you, such as your name, address, date
of birth and email address, over time.

This notice explains how we will use that information, who we might share
it with and what steps we will take to make sure it stays private and secure.
It applies to any account, products or services you have with us. This policy
continues to apply even if the agreement for banking or other products and
services between us ends.

Providing your information to us may be mandatory in some instances (for
example, we cannot set up an account for you without certain required
information) and may not be mandatory in other circumstances, but if you
do not provide certain information to us, we may not be able to provide you
with some or all of our products and services. In collecting and processing
your personal information, we will comply with the Personal Data (Privacy)
Ordinance (Cap 486) of the Hong Kong SAR.

Whenever we've said ‘we’ or ‘our’ or ‘us’ in this document, this includes QNB
and other QNB Group companies.

What Kinds Of Personal Information Do We Collect:

We collect relevant information about you. This includes your contact
details (e.g. name, address and other contact details, date and place of
birth, and nationality), data concerning your identity (e.g. passport data)
and authentication data (e.g. template signature). This might also extend to
order data (e.g. payment order), data from the fulfilment of our contractual
obligations (e.g. sales data in payment processing), information regarding
your financial situation (e.g. data regarding your creditworthiness, credit
scoring / ratings, tax status or the source of (your assets), location data
(about which branches / ATMs you use), marketing and sales information,
documentation data (e.g. record of advice) and other comparable data,
communications data (e.g. email data, third party information, corporate
and media broadcasts, disputes / litigation, correspondence between
attorneys and stakeholders and transcripts or minutes), other social

data (e.g. data pertaining to social interactions between individuals,
organizations, prospects and other stakeholders acquired from external
data aggregators and information from fraud avoidance systems).

Joint Applicants, Guarantors And Powers Of Attorney:

If you make a joint application with your spouse, partner or family member,
we will also collect the personal information mentioned above about

that person. You must show this privacy notice to the other applicant

and ensure they confirm that they know you will share it with us for the
purposes described in it. If we ask you to obtain consent from the joint
applicant (such as for marketing) you should do that using the consent
capture mechanism that we give or make available to you for that purpose.

If you apply for your mortgage with a guarantor, that person will be
provided with this privacy notice when he / she submits their own personal
information.

If there is somebody who has power of attorney over your affairs, that
person will see this privacy notice when we make contact with him / her
directly.

Automated Decision Making:

When providing you with our banking services, including where we provide
you with a mortgage, credit card or personal loans, we may make decisions
about you by automated means. For example, we use technology that helps
us identify the level of risk involved in customer or account activity (e.g. for
credit, fraud or financial crime reasons).

If we or a fraud prevention agency determine that you pose a fraud or money
laundering risk, we may refuse to provide the services and financing you have
requested or we may stop providing existing products or services to you.

A record of any fraud or money laundering will be retained by the fraud
prevention agencies and may result in others refusing to provide services,
financing or employment to you. If you have any questions about this,
please contact us on the details below.

Retention Of Data:

We'll keep your information to enable us to continue to provide you with
products and services and to assist us in managing our relationship

with you including; verifying your identity when you contact us or when
you apply for products or services, preventing fraud and assessing your
suitability for products or services you have applied for. We will keep this
information for as long as you keep banking with us and using our platforms
(e.g. website). We may keep this information after you stop banking with
us or stop using our platforms, for instance, to respond to enquiries and
complaints, as required by law and regulations or to protect our interests.
We won'’t keep any information for longer than necessary and when we no
longer need the information we will securely destroy it in accordance with
our policies or fully anonymize it.

How We’ll Use It:

We will only use your personal data for the purposes of which we notify
you at the time of collection or a directly related purpose. The purposes
for which we collect and use your information include where we need to
process that data in connection with:

« Performing our contract with you;

« Delivering our products and services (including operating and
monitoring your accounts, processing your transactions and other
ancillary processing related to providing you products and services);

«  Checking you are who you say you are;
« Gathering insights from data through data analytics;
- Performing market research and for statistical purposes;
- Carrying out your instructions;
Improving our products or services;

Keeping track of our conversations with you (by phone, in person, by
email or any kind of communication);

« Managing our relationship with you, including (if you agree) telling
you about our other products and services, or carrying out market
research);

« Preventing or detect crime including fraud and financial crime;
- Assessing your credit-worthiness;

« Corresponding with solicitors, conveyancers and third party
intermediaries;

« Managing our internal operational requirements, including for
credit and risk management, system or product development and
planning, insurance, audit and administrative purposes;

+ Complying with applicable legal or regulatory obligations; and /or

«  Where we have your consent.

Where we rely on your consent to use your information and you withdraw
your consent for us to use your personal information for that particular
purpose we will stop using your information for that purpose, but we may
continue to use your information for purposes which are not reliant on
consent.



If you are unsure about what any of these purposes mean, please contact at
DPO@qnb.com we'd be happy to explain in more detail.

Credit Reference Checks:
Applying for a Current Account or Credit / Loan Facility:

If you apply for a current account, credit or mortgage, we may obtain
details of your credit history from a credit referencing agency and use this
information to work out how much you can afford to borrow and pay back.
We may also carry out further credit checks on you while you remain our
customer to maintain an accurate and up-to-date record of your credit
history. Whenever you apply for any kind of account or credit, the credit
reference agencies may record that in your credit history even if you decide
not to accept it or if your application is declined. If you apply for credit
several times in a short space of time, that may make it harder for you to
get credit for a while.

To comply with the law and to enable us to assess and manage risk, we
may share details about any current accounts or credit you have with us
to credit reference agencies, fraud prevention agencies, law enforcement
agencies, debt recovery agencies, other lenders and other organizations,
including;

+ How you manage your current account or credit;

«  If you owe us money;

+ If you haven't kept up with your payments or paid off what you owe
us (unless there is a genuine dispute over how much you owe us) or
if you've agreed and stuck to a repayment plan.

This could make it easier or harder for you to get credit in the future.

If you apply for a joint current account or credit with someone else and
you either tell us you're financial connected to them or the credit reference
agencies already know that you are, the credit reference agencies will link
your records together, if so, whenever we ask a credit reference agency
about you, they can also tell us things about anyone you're linked to. If we,
or a fraud prevention agency, determine that you pose a fraud or money
laundering risk, we may refuse to provide the services and financing you
have requested, or we may stop providing existing services to you.

A record of any fraud or money laundering will be retained by the fraud
prevention agencies and may result in others refusing to provide services
to you.

Marketing And Market Research
Marketing:

If you have consented to receive marketing from us, we may send you
marketing messages and information about products and services. You
can tell us at any time if you would like to receive or not receive marketing
messages by us. It may take us a short period of time to update our
existing systems and records to reflect your request, during which time
you may continue to receive marketing messages. Even if you tell us not

to send you marketing messages, we will continue to use your contact
information to provide you with important information about your products
and services, such as changes to your terms and conditions and account
statements, or where we're required to do so by law.

Market Research:

We may use your personal data for market research and statistical
purposes. With your consent, we may share information about you, your
transactions, what products or services you have with our marketing
research partners outside QNB. With your consent, we may also share your
personal information with market research agencies acting on our behalf,
who may get in touch with you (by post, telephone, email or any other form
of messaging) to invite you to take part in research.

Who Might We Share It With:
We may share your information where:

+ We need to for the purposes of providing you with products or
services you have requested e.g. opening an account for you;

+  We have a public or legal duty to do so e.g. to assist with detecting
fraud and tax evasion, financial crime prevention, regulatory
reporting, litigation or defending legal rights;

«  We have a legitimate reason for doing so e.g. to manage risk, verify
your identity or assess your suitability for products or services; or

+  We have asked for your permission to share it and you've agreed.

We may transfer and disclose your information for the purposes set out in
this document to:

+ Other QNB group companies;

- Any sub-contractors, agents or service providers who work for us or
other QNB group companies;

- Any joint account holders, trustees, beneficiaries or executors where
appropriate, the people who do your banking for you, the people you
make payments to, intermediary, correspondent and agent banks,
clearing houses, clearing or settlement systems and any companies
you hold securities in through us;

+ Other financial institutions, fraud prevention agencies, tax
authorities, trade associations, credit reference agencies or credit
bureau and debt recovery agents;

« Any fund managers who provide asset management services to you
and any brokers who introduce you to us or deal with us for you;

- Any person, company or other entity that has an interest in or
takes on the risk in relation to or in connection with the products or
services that we provide to you;

+ Any prospective or new QNB companies (for example, if we
restructure, or acquire or merge with other companies) or any
business that buy part or all of any QNB group company;

+ Toauditors, regulators or dispute resolution bodies and to comply
with their requests;

Other companies who do marketing or market research for us (but
not without your permission);

« If there is a dispute over a transaction, anyone else who is involved;

Government, courts, or our regulators but only if they have the right
to see it, for legitimate reasons;

+ Fraud prevention agencies who will use it to prevent fraud and
money laundering and to verify your identity. If fraud is detected, you
could be refused certain services, finance or employment.

Product Specific Sharing:

If you have a card with us, we share your information with our card
processing supplier(s), so they can carry out credit, fraud and risk exposure
checks, process your payments and manage your card(s).

Sharing Aggregated or Anonymized Data

Where we have made your information anonymous, we may share it outside
QNB with partners such as research groups, universities, advertisers or
connected sites. For example, we may share information publicly to show
trends about the general use of our services, however, you won't be able to
be individually identified with this information.

International Movement Of Data:

We may transfer your information outside of Hong Kong to a jurisdiction
where the data protection laws aren’t as strict or require us to treat
yourinformation differently. In some countries the law might compel us
to share certain information, for example with tax authorities, or apply
different levels of security. Even in these cases, we'll only share your
information with people who have a right to see it.

Where we transfer information about you outside of Hong Kong to another
jurisdiction, we will always use reasonable endeavours to take appropriate
measures aimed to ensure that your information is protected. To do this
we will use reasonable endeavours to ensure that all such cross-border
transfers of your information are subject to appropriate safeguards.



Your Rights:
You can ask us to:

Give you access to the information we hold about you;

+ Update or correct any inaccurate information.
You also have the following rights:

Right to consent (and withdraw consent) to our processing of your
information for direct marketing purposes;

Where our processing of your data is based on your consent, you
have a right to withdraw your consent at any time. We will stop
processing your data for that purpose (but your withdrawal of
consent will not affect the lawfulness of any processing that we
have already carried out based on your previous consent). We will
tell the broker or other intermediary who introduced you to us that
you have withdrawn your consent only if it is our data processor (this
means an organisation who is processing personal information on
our behalf) or if we are required to do by applicable law. You should
make sure you contact them directly to withdraw your consent for
what they do with your personal information as a data user in their
ownright.

Tracking Or Recording What You Do or Say:
Cookies:

Whenever you visit one of our websites on a computer, tablet, smartphone
or any other device, we'll use ‘cookies’ and similar technologies to recognize
you, remember your preferences and show you content we think you're
interested in (unless you've turned cookies off in your web browser
settings).

If you receive any emails from us (whether we send it to you directly or one
of our partners does it for us) they may use technologies to track things
like whether you opened the email, which links you clicked on etc.

Wwe'll use this information to:

+ Give you a better experience;
« Make our website work better, or our security tighter;

+ Tell you about products and services we think you'll be interested in
(if you've agreed we can);

+ Carry out market research (if you've agreed we can);

+ Understand how people actually use our website, or how they find us.

You have a right to withdraw your consent to our use of cookies at any time.
You will be given this opportunity to record your preferences on our web
pages. Cookies are often used to enable and improve certain functions on
our website, if you choose to switch off cookies, it is likely to affect how our
website works and your browsing experience.

Telephone Recording and CCTV

We may also periodically record and keep track of conversations you
have with us including; phone calls, face to face meetings, letters, emails
and any other kind of messaging in order to use these recordings for the
purposes set out in this document (such as to check your instructions to
us, assess, analyze and improve our service, train our people or prevent
and detect fraud and other crimes or to meet our legal or regulatory
obligations). We use closed circuit television (“CCTV”) in and around our
branches and offices for security purposes and we may collect photos or
videos of you, or record your voice through CCTV.

What We Expect From You:

You are responsible for making sure the information you provide us is
accurate and up to date. You are required to inform us if anything changes
as soon as possible.

We implement internal technical and organizational measures to keep
information safe and secure including encryption, anonymization and
physical security measures. We require our staff and any third parties
who carry out any work on our behalf to comply with strict compliance
standards including agreeing to contractual obligations to protect any
data.

If you give us any information about another person connected to your
account, you must tell them what information you have given us and
make sure they agree we can use it in the same ways we’ve said we’ll
use yours. You must also tell them how they can see what information
we have about them and correct any mistakes.

More Details About Your Data:

The responsibility of your data is with the QNB Data User (contact details
provided below):

Qatar National Bank (Q.P.S.C.), Hong Kong Branch (“QNB”)
Suite 3703-3709, Two International Finance Centre, 8 Finance Street,
Central, Hong Kong is a company duly organised under Hong Kong law.

Who Is In Our Group

As at the date of this privacy notice, the members of our Group are
available on our website which is updated from time to time as required:
https://www.qnb.com/cs/Satellite/ QNBGlobal/en/enGlobalHome



